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Good Manner?
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Well Protected?
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Secure?
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Vulnerable
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Mobile Apps could be Malware
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Clouds could be Breached
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Peripherals could be Insecure
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A Tip of The Iceberg
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Severe Security and Privacy Concerns

Our ResearchSecurity IssuesMobile PlatformBackgroundIntroduction

04/41



Our Research

Our ResearchSecurity IssuesMobile PlatformBackgroundIntroduction

Primary Target
• Mobile Apps
• Android

Techniques
• Reverse Engineering
• Data Flow Analysis

05/41



Our Research

public void onCreate

(Bundle arg1){

...

View v0 = this.a;

...

View v1 = ((ViewGroup)v0)

.getChildAt(0);

...

v2 = ((EditText)v1)

.getText()

.toString();

... 

HttpClient.execute(v2)

...

}
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Primary Target
• Mobile Apps
• Android

Techniques
• Reverse Engineering
• Automated Program Analysis
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Automatic Uncovering of Hidden Behaviors From 
Input Validation in Mobile Apps

ConclusionFuture DirectionsAttacks On Ride-hailing ServicesUncovering Hidden BehaviorsIntroduction

In Proceedings of the 41st IEEE Symposium on Security and Privacy (S&P), 2020
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Surprised Easter Eggs?

Disallowed Expressions?

Backdoors?
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Filtering Unwanted Content With A Blacklist

1 private void validate_nickname(String arg3, Dialog arg4) {
2 if(!TextUtils.isEmpty(((CharSequence)arg3))) {
3 String v0 = this.a.getText().toString();
4 if(StringUtil.isInterceptedNickName(this.e, v0)) {
5 String v1 = "Nickname contains illegal

characters!";
6 ann.a(this.e).a(v4, v1);
7 } else ...

8 public static boolean isInterceptedNickName 
(Context arg5, String arg6) {

9 boolean v0 = false;
10 String v0_0 = "intercepted_word";
11 String v1 = StringUtil.readAssetsTxt(arg5, v0_0);
12 if(!TextUtils.isEmpty(((CharSequence)v1))) {
13 String[] v2 = v1.split("\\|");
14 int v3 = v2.length;
15 int v1_1 = 0;
16 while(v1_1 < v3 && !v0) {
17 if(TextUtils.equals(v2[v1_1], arg6)) {
18 v0 = true;
19 }
20 }
21 }
22 return v0;
23 }

SummaryEvaluationDetectionMotivationUncovering Hidden Behaviors
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• Reading user's nickname

• Comparing nickname with a list of words 
• Checking for equivalence

• Forbidden words
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Filtering Unwanted Content With A Blacklist

File Location: /assets/intercepted_word.txt
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Master Password

1 public void onClick(DialogInterface arg7, int arg8) {
2 String v2 = "";
3 View v0 = this.a;
4 int v3 = 0;
5 while(v3 < ((ViewGroup)v0).getChildCount()) {
6 View v1 = ((ViewGroup)v0).getChildAt(v3);
7 if(v1 != null && v1.getId() == 2131624072)
8 v2 = ((EditText)v1).getText().toString();
9 ++v3;
10 }
11 if(v2.equals(this.b) |

v2.equals("bypassPassword9977251")) {
12 ... // viewing files
13 } else {
14 Toast.makeText(this,"Incorrect password", 1)

.show();
15 }
16 }
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Master Password

• Reading user input

• Comparing user input twice
• Checking equivalence

• Hardcoded string
• Value from database

• Login
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if(this.d.getText().toString()
.equals("qpmzad") ) {
. . . // removing ads
return 0;

}
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{
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}
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switch(a.getText()){
case “bonusall”:

. . . // upgrading
case “debug”:

. . . // debugging mode
. . .

}
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Results of Top Inspected Secret Access Keys
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Usage Description Installs App Name Access Kyes

Hidden Admin 
Interface Login

5,000,000+ NBC Sports UUDDLRLRBASS

5,000,000+ 1km ilovemalang

1,000,000+ Gaydar $y$@dm1n

1,000,000+ Jetcost Jenny2018!#

1,000,000+ Washington Post w@5Hp0$t&P#

Arbitrary User 
Password Recovery

10,000,000+ Period Tracker 8424488

5,000,000+ kpop lock screen 060890

1,000,000+ War of Colony qwerasdf123

1,000,000+ Cute Note hpasscode

1,000,000+ Pattern lock screen 060890

Advanced Service 
Payment Bypassing

1,000,000+ Annotations #remove.ads.withpwd:1570+

1,000,000+ Arabic Dictionary qpmzad

1,000,000+ English Persian Dictionary qpmzad

1,000,000+ Translate Box qpmzad

1,000,000+ Speak to Voice Translator qpmzad
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Item Value

Total number of Apps Tested 150,000

Number of Apps from Google Play 100,000

Number of Apps from Pre-installs 30,000

Number of Apps from Baidu Market 20,000

Number of Apps W/ Access Keys 7,584

Number of Apps W/ Master Passwords 501
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Installs App Name Master Passwords

10,000,000+ Lost Android 9382153981325298

5,000,000+ Photo,Video Locker 17621762

5,000,000+ Maya 19780902

1,000,000+ Anti Theft Screen Lock 42424242

1,000,000+ Kids Place 5493

1,000,000+ Journal costs oj9qbnrsfld0x3as

1,000,000+ Secret Diary 1vulne43

500,000+ MOMS 0001

500,000+ Quick Note 1349100416

500,000+ Hide and Lock bypassPassword9977251

Results of Top Inspected Master Passwords
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Number of Apps from Google Play 100,000

Number of Apps from Pre-installs 30,000

Number of Apps from Baidu Market 20,000

Number of Apps W/ Access Keys 7,584

Number of Apps W/ Master Passwords 501

Number of Apps W/ Secret Commands 6,013

Number of Apps W/ Blacklist Secrets 4,028
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Results of Top Inspected Secret Commands
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Installs App Name Secret Commands
10,000,000+ Wheres My Droid wmdscdfnyl, debugcon, Brad.Degelau, wmdlock ...

10,000,000+ MP3 Cutter enableartistalbum, disableartistalbum ...

10,000,000+ Shooting club 823141744, 820196108, 694666759 ...

5,000,000+ Driver Test testmode on,  bonusall, free, bonus1, debug ...

1,000,000+ Pocket Auctions for eBay proxyoff, debughttp, connoff, proxyon, ...

1,000,000+ BrainPOP STOPPD#, MEM,  GIMMEUS, GDI, DMP, CLR ...

1,000,000+ Forgotten Tales crash, export ...

1,000,000+ Connect Dialer Speed *#03#, *#0101#, *#05*3#, *#05*5#, *#0102# ...

1,000,000+ Euclidea unlock packs, lock all, lock packs, unlock all ...

1,000,000+ Character Story Planner (maroonAuth), (amberAuth), (darkCyanAuth) ...
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Item Value

Total number of Apps Tested 150,000

Number of Apps from Google Play 100,000

Number of Apps from Pre-installs 30,000

Number of Apps from Baidu Market 20,000

Number of Apps W/ Access Keys 7,584

Number of Apps W/ Master Passwords 501

Number of Apps W/ Secret Commands 6,013

Number of Apps W/ Blacklist Secrets 4,028

Overall Statistics of The Evaluation Results
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Category Detailed Blacklist Type

Drug 01-Addictive Drug, 02-Aphrodisiac, 03-Hallucinogen

Cult 04-Cults Name, 05-Malignant Event

Fraud 06-Fake Certificates, 07-MLM

Gamble 08-Chess&Card, 09-Lottery, 10-Jockey

Insult 11-Bullying, 12-Racial Discrimination, 13-Obscenity, 

Password 14-Weak Password

Politics 15-Leaders Name, 16-Mass Incident, 17-Rebel, 18-Parade, 19-Separatist

Pornography 20-Adult Video, 21-Escort Service

Website 22-Anti—government, 23-Fake News, 24-Pornography, 25-Criminal

Results of Top Inspected Blacklist Types
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Drug Cult Fraud Gamble Insult PW Politics Porn Website

Installs Package Name 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

10,000,000+ pokerdeluxe ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ● ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

5,000,000+ f3 ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ● ● ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

5,000,000+ snakeoff ● ● ● ● ● ● ● ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ● ● ●

500,000+ joyride ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ● ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ○

100,000+ partyline ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

5,000,000+ mafia42 ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

1,000,000+ quackquack ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

100,000+ lovecompat ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○

100,000+ videochat ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ○

50,000+ doodletoss ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ● ○ ○ ○ ○ ○ ○ ○ ○ ○ ● ○ ○

50,000,000+ lft ● ● ● ● ● ● ● ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ● ● ●

50,000,000+ yuantiku ● ● ● ● ● ● ○ ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ○ ● ○

10,000,000+ ikuaiyue ● ● ● ● ○ ● ● ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ○ ● ●

1,000,000+ yiyuan ● ● ● ● ● ● ● ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ● ● ●

1,000,000+ modernsky ● ● ● ● ● ● ○ ● ● ● ● ● ● ○ ● ● ● ● ● ● ● ● ○ ● ●

10,000,000+ zhaopin ○ ○ ○ ● ● ● ● ○ ○ ○ ○ ○ ● ○ ● ● ○ ● ● ○ ● ○ ● ○ ○

10,000,000+ qingka ○ ○ ○ ● ● ● ○ ○ ● ○ ● ○ ● ○ ● ● ● ○ ● ● ● ● ○ ● ○

5,000,000+ attention ○ ● ○ ● ○ ● ○ ○ ○ ○ ● ○ ● ○ ● ● ● ○ ● ● ○ ○ ○ ○ ●

1,000,000+ yaya ○ ○ ● ● ○ ● ● ○ ○ ○ ● ○ ● ○ ● ● ○ ● ● ● ● ○ ○ ○ ○

1,000,000+ yilan ● ○ ● ● ● ● ○ ● ● ○ ● ○ ● ○ ● ● ○ ○ ● ● ● ● ● ● ●

Results of Top Inspected Blacklists
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Summary

An Algorithm to Uncover Hidden Behaviors

Access Keys, Master Passwords,
Secret Commands, and Blacklist Secrets

Media Coverage: 
ZD Net, Yahoo News, Science Daily, … 

Defense: TEE, remove debugging codes, server-side checking 
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Geo-locating Drivers: 
A Study of Sensitive Data Leakage in Ride-Hailing Services

ConclusionFuture DirectionsAttacks On Ride-hailing ServicesUncovering Hidden BehaviorsIntroduction

In Proceedings of the 26th ISOC Network and Distributed System Security (NDSS) Symposium, 2019.
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Backend ServersRider App Driver App
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Backend ServersRider App Driver App

Rider
GPS,PII

Driver
GPS, PII
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driver positions

login
token

Backend ServersRider App Driver App

A Simplified Protocol of Ride-hailing Services

1
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A Simplified Protocol of Ride-hailing Services

1

2

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

24/41



driver positions

login
token

rider position
nearby cars, est costs

request ride

accept ride?
yes

driver, $, pickup location

Backend ServersRider App Driver App

A Simplified Protocol of Ride-hailing Services

2

1
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Backend ServersRider App Driver App

Security Concerns
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driver positions

login
token

rider position
nearby cars, est costs

request ride

accept ride?
yes

driver, $, pickup location

Backend ServersRider App Driver App
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login
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rider position
nearby cars, est costs

request ride

driver, $, pickup location

Backend ServersRider App

2
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driver, $, pickup location

Backend ServersRider App

2

1

3

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

25/41



request ride

driver, $, pickup location

Backend ServersRider App

Pham et al. 2017, PoPETs
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Suspicious Nearby Cars Functionality

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

26/41



Suspicious Nearby Cars Functionality

Why Moving Smooth?
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GET /nearby-cars?lat=33.7114&lng=151.1321 
HTTP/1.1
…

HTTP/1.1 200 OK
Content-type: application/json
...

{
"cars": [

{
"id"   : "509AE827",
"positions": [

{
"GPS": "-33.7100 / 151.1342",
"t"  : "15259620050000"

},  {
"GPS": "-33.7300 / 151.1200",
"t"  : "15259620060000"

},
...

}, {
"id"   : "6F09E2AA",
...

},  
...   

}

Suspicious Nearby Cars Functionality

Why Moving Smooth?
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Suspicious Nearby Cars Functionality

Tracking Drivers

• Reusing Nearby Cars feature
• Changing GPS to place monitors
• Harvesting data over a long period
• Using ID to recognize each driver
• Uncovering drier movements by linking GPS with timestamp 
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Suspicious Nearby Cars Functionality

• Reverse engineering of Nearby Cars request

• Long period of data harvesting

• Permanent linkability of ID 

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

Tracking Drivers

• Reusing Nearby Cars feature
• Changing GPS to place monitors
• Harvesting data over a long period
• Using ID to recognize each driver
• Uncovering driver movements by linking GPS with timestamp 

28/41



Suspicious Nearby Cars Functionality

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

Tracking Drivers

• Reusing Nearby Cars feature
• Changing GPS to place monitors
• Harvesting data over a long period
• Using ID to recognize each driver
• Uncovering driver movements by linking GPS with timestamp 

• Reverse engineering of Nearby Cars request

• Long period of data harvesting

• Permanent linkability of ID 

28/41



Suspicious Nearby Cars Functionality

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

Tracking Drivers

• Reusing Nearby Cars feature
• Changing GPS to place monitors
• Harvesting data over a long period
• Using ID to recognize each driver
• Uncovering driver movements by linking GPS with timestamp 

• Reverse engineering of Nearby Cars request

• Long period of data harvesting

• Permanent linkability of ID 

28/41



Suspicious Nearby Cars Functionality
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Setting up a proxy?
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Dynamic hooking system APIs

System 
APIs

HTTP 
Messages

HTTP 
Request 
Parameter

SummaryAttacksMotivationIntroductionAttacks On Ride-hailing Services

• Reverse engineering of Nearby Cars request

29/41



Dynamic hooking system APIs

GET /v1/nearby-drivers-pickup-etas?
lat=10.10&lng=-10.10 HTTP/1.1
Authorization: Bearer dmGtpMx1qCKeA

HTTP/1.1 200 OK

Content-type: application/json
{

"nearby_drivers":[ 
{

...
"driver":{

...
},
"locations":[ 

{
"lat":10.10,
"lng":-10.10,
"recorded_at_ms":1234

},
... 

]
},
{

...
"driver":{

...
}, 

...
}
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{

...
"driver":{

...
},
"locations":[ 

{
"lat":10.10,
"lng":-10.10,
"recorded_at_ms":1234

},
... 

]
},
{

...
"driver":{

...
}, 

...
}

POST /oauth2/access_token  HTTP/1.1
grant_type = ***Aphone & 
phone_number = 123 & phone_code = 111 

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "eHdNsgsNvREH1",
"expires_in": 86400,
"refresh_token": "bEwazc0wcI",

}

POST /oauth2/access_token  HTTP/1.1
grant_type=refresh_token &
refresh_token=bEwazc0wcI

HTTP/1.1 200 OK

Content-type: application/json
{

"access_token": "dmGtpMx1qCKeA",
"expires_in": 86400,
"refresh_token": "3Rva2VuIiw",

}
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Installs Service Reqs/s Diff IPs Authen Sn Lifespan Anti-GPS ID Lifespan PII

100,000,000+ Uber ● ○ ● ♾ ○ ♾ ●

10,000,000+ Easy - ○ ○ ♾ ○ ♾ ●

10,000,000+ Gett - ○ ● ♾ ○ ♾ ●

10,000,000+ Lyft ● ○ ● 24h ○ ♾ ○

5,000,000+ My Taxi - ○ ○ ♾ ○ 20m ●

5,000,000+ Taxify ● ○ ● ♾ ○ ♾ ●

1,000,000+ BiTaksi - ○ ● ♾ ○ ♾ ●

1,000,000+ Heetch - ○ ● ♾ ○ ♾ ●

500,000+ Jeeny - ○ ○ ♾ ○ 20m ●

100,000+ Flywheel - ○ ● 20m ○ 10m ●

100,000+ GoCatch - ○ ● ♾ ○ ♾ ●

100,000+ miCab - ○ ● ♾ ○ ♾ ○

100,000+ RideAustin - ○ ● ♾ ○ ♾ ●

100,000+ Ztrip - ○ ● 30m ○ ♾ ●

50,000+ eCab ● ○ ○ ♾ ○ ♾ ●

10,000+ GroundLink - ○ ○ ♾ ○ ♾ ●

10,000+ HelloCabs - ○ ● ♾ ○ ♾ ○

10,000+ Ride LA - ○ ○ ♾ ○ ♾ ○

10,000+ Bounce - ○ ● ♾ ○ ♾ ○

5,000+ DC Taxi Rider - ○ ● ♾ ○ ♾ ○
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