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This powerful Android malware stayed hidden
for years, infecting tens of thousands of
smartphones

Mandrake spyware hoovers up information raging from account credentials, screen records, GPS and more -- and has
been for years. All while those behind it carefully cover their tracks.

Mobile Apps could be Malware
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This powerful Android malware stayed hidden
for years, infecting tens of thousands of
smartohones

e @)
Most companies suffered a
cloud data breach in the

past 18 months

Nearly 80% of the companies had experienced at |least one cloud data breach in
the past 18 months, and 43% reported 10 or more breaches, a new Ermetic
survey reveals.

Clouds could be Breached
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Annual detections of new malware worldwide from 2015 to May 2019 (in millions)
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\.h'..;w vl = ((ViewGroup)vO0) o And rOid

.getChildAt (0) ;
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.getText ()
.toString() ;

* Reverse Engineering
* Automated Program Analysis

HttpClient.execute (v2)

Our Research
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Attack Analysis Detection
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"Geo-locating Drivers: A Study of Sensitive Data Leakagein Ride-Hailing Services". Qingchuan Zhao, Chaoshun Zuo, Giancarlo Pellegrino, and Zhiqgiang Lin. In Proceedings of the 26th ISOC
Network and Distributed System Security Symposium, San Diego, CA, February 2019.

"Automatic Forgery of Cryptographically Consistent Messages to Identify Security Vulnerabilities in Mobile Services”. Chaoshun Zuo, Wubing Wang, Rui Wang, and Zhigiang Lin. in Proceedings of the 23rd
ISOC Network and Distributed System Security Symposium, San Diego, CA, February 2016

"Breaking Secure Pairing of Bluetooth Low Energy Using Downgrade Attacks", Yue Zhang, Jian Weng, Rajib Dey, Yier Jin, Zhiqiang Lin, and Xinwen Fu. In Proceedings of the 29th USENIX Security
Symposium, Boston, MA. August 2020.

"SMV-Hunter: Large Scale, Automated Detection of SSL/TLS Man-in-the-Middle Vulnerabilities in Android Apps". David Sounthiraraj, Justin Sahs, Garrett Greenwood, Zhiqiang Lin, and Latifur Khan.

In Proceedings of the 21st ISOC Network and Distributed System Security Symposium, San Diego, CA, February 2014
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1. "The Betrayal At Cloud City: An Empirical Analysis Of Cloud-Based Mobile Backends", Omar Alrawi*, Chaoshun Zuo*, Ruian Duan, Ranjita Kasturi, Zhigiang Lin, Brendan Saltaformaggio. (*authors
contributed equally) In Proceedings of the 2019 USENIX Security Symposium, Santa Clara. August 2019.
2. "Why Does Your Data Leak? Uncovering the Data Leakage in Cloud From Mobile Apps". Chaoshun Zuo, Zhigiang Lin, and Yinqian Zhang. In Proceedings of the 40th IEEE Symposium on Security and

Privacy, San Fransisco, CA, May 2019.
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@ iFeng News

Detection Evaluation Summary
1l private void validate nickname (String , Dialog ) |
2 if ('TextUtils.isEmpty ( ( (CharSequence) ))) |
3 String = this.a.getText() .toString();
4 if (StringUtil.isInterceptedNickName (this.e, )) |
5 String = "Nickname contains illegal
characters!";
6 ann.a(this.e) .a(v4, ) ;
7 } else
8 public static boolean isInterceptedNickName
(Context , String ) {
9 boolean = false;
10 String = "intercepted word";
11 String = StringUtil.readAssetsTxt ( ’ ),
12 if ('TextUtils.isEmpty ( ( (CharSequence)vl))) {
13 String[] = .split ("\\|");
14 int = .length;
15 int = 0;
16 while ( < && 'v0) {
17 if (TextUtils.equals (v2[ )) |
18 = true;
19 }
20 }
21 }
22 return ;
23 }

Filtering Unwanted Content With A Blacklist
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« Reading user's nickname
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« Reading user's nickname

« Comparing nickname with a list of words
» Checking for equivalence
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Reading user's nickname

Comparing nickname with a list of words
Checking for equivalence

Forbidden words
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Detection Evaluation Summary
1l private void validate nickname (String , Dialog ) |
2 if ('TextUtils.isEmpty ( ( (CharSequence) ))) |
3 String = this.a.getText() .toString();
4 if (StringUtil.isInterceptedNickName (this.e, )) |
5 String = "Nickname contains illegal
characters!";
6 ann.a(this.e) .a(v4, ) ;
7 } else
8 public static boolean isInterceptedNickName
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12 if ('TextUtils.isEmpty ( ( (CharSequence)vl))) {
13 String[] = .split ("\\[|");
14 int = .length;
15 int = 0;
16 while ( < && 'v0) {
17 if (TextUtils.equals (v2[ 1, )) |
18 = true;
19 }
20 }
21 }
22 return ;
23 }

File Location: /assets/intercepted word. txt

Filtering Unwanted Content With A Blacklist
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Reading user's nickname

Comparing nickname with a list of words
Checking for equivalence

Forbidden words

Nickname is not allowed to use
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Detection Evaluation Summary
1l private void validate nickname (String , Dialog ) |
2 if ('TextUtils.isEmpty ( ( (CharSequence) ))) |
3 String = this.a.getText() .toString();
4 if (StringUtil.isInterceptedNickName (this.e, )) |
5 String = "Nickname contains illegal
characters!";
6 ann.a(this.e).a(v4, ) ;
7 } else ...
8 public static boolean isInterceptedNickName
(Context , String ) {
9 boolean = false;
10 String = "intercepted word";
11 String = StringUtil.readAssetsTxt ( ’ ),
12 if ('TextUtils.isEmpty ( ( (CharSequence)vl))) {
13 String[] = .split ("\\[|");
14 int = .length;
15 int = 0;
16 while ( < && 'v0) {
17 if (TextUtils.equals (v2[ 1, )) |
18 = true;
19 }
20 }
21 }
22 return ;
23 }

File Location: /assets/intercepted word. txt

Filtering Unwanted Content With A Blacklist
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Detection Evaluation Summary
1 public void onClick (DialogInterface arg7, int arg8) ({

2 String = "";

3 View = this.a;

4 int = 0;

5 while ( < ((ViewGroup)v0) .getChildCount()) {

6 View = ((ViewGroup)v0) .getChildAt (v3) ;

7 if( '= null && .getId() == 2131624072)

8 = ((EditText)vl) .getText () .toString() ;

9 ++v3;

10 }

11 if(v2.equals(this.b) |

.equals ("bypassPassword9977251")) {
12 ... // viewing files
13 } else {
14 Toast.makeText (this, "Incorrect password", 1)
.show () ;

15 }
16 }

Master Password

09/41



* Reading user input
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* Reading user input

« Comparing user input twice
» Checking equivalence
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Reading user input

Comparing user input twice
Checking equivalence

Hardcoded string
Value from database
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Reading user input

Comparing user input twice
Checking equivalence

Hardcoded string
Value from database

Unlock files

L 4
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Triggering

» Checking equivalence
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Triggering
» Checking equivalence
* Pre-defined value
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Triggering
» Checking equivalence
* Pre-defined value

Different Behaviors
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Triggering
» Checking equivalence
* Pre-defined value

Different Behaviors

« Different input checking

Detection Evaluation Summary
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Triggering
» Checking equivalence
* Pre-defined value

Different Behaviors

« Different input checking
 Difference comparison content

Detection Evaluation Summary
1 public void onClick (DialogInterface arg7, int arg8) {
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19 }
20 }
21 }
22 return ;

23

}
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R

APK

equals (user input,
compared content)

Input Validation
Detection

1
2
3
4
5
6
7
8
9
0
1

e

public void onClick (DialogInterface arg7, int arg8) {

String = "",;

View = this.a;

int = 0;

while ( < ((ViewGroup)v0) .getChildCount()) ({
View = ((ViewGroup)v0) .getChildAt (v3) ;
if( '= null && .getId() == 2131624072)

= ((EditText)vl) .getText () .toString() ;
++v3;
}
if(v2.equals(this.b) |
.equals ("bypassPassword9977251")) {
. // viewing files
} else {
Toast.makeText (this,"Incorrect password", 1)

.show () ;
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while ( < ((ViewGroup)v0) .getChildCount()) ({
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= ((EditText)vl) .getText () .toString() ;

++v3;
}
—p if(v2.equals(this.b) |
.equals ("bypassPassword9977251")) {
equals (user input, 12 ... // viewing files

compared content) 13 } else {
14 Toast.makeText (this,"Incorrect password", 1)
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N 15 }
& Input Validation 16 }
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Input Validation
Detection

compared
content

Evaluation

Summary

Compared Content
Resolution

8 public static boolean isInterceptedNickName

(Context
9 boolean = false;
10 String = "intercepted word";
11 String = StringUtil.readAssetsTxt (
12 if ('TextUtils.isEmpty ( ( (CharSequence)
13 String[] = .split ("\\|");
14 int = .length;
15 int = 0;
16 while ( < && 'v0) {
17 if (TextUtils.equals(v2[ 1,
18 = true;
19 }
20 }
21 }
22 return ;
23 }

, String

14

)))

{

))

{

) ;

)

{
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8 public static boolean isInterceptedNickName
(Context ) {

9 boolean = false;
10 String = "intercepted word"; =
11 String = StringUtil.readAssetsTxt ( <
12 if ('TextUtils.isEmpty ( ( (CharSequence)
13 —» String[] = .split ("\\[|");
14 int = .length;
15 int = 0;
16 while ( < && 'v0) {
17 — if (TextUtils.equals(v2][ 1,
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compared content)

Input Validation
Detection

user input

Evaluation Summary

1 public void onClick (DialogInterface arg7, int arg8) {

2 String = "";

3 View = this.a;

4 int = 0;

5 while ( < ((ViewGroup)v0) .getChildCount()) ({

6 View = ((ViewGroup)v0) .getChildAt (v3) ;

7 if ( '= null && .getId() == 2131624072)

8 = ((EditText)vl) .getText () .toString() ;

9 ++v3;

10 }

11 if(v2.equals(this.b) |

.equals ("bypassPassword9977251")) {

12 ... // viewing files

13 } else {

14 Toast.makeText (this,"Incorrect password", 1)

.show () ;

15 }
16 }
Dispatch Times of Validations Number of Branches
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Recovery
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1 public void onClick (DialogInterface arg7, int arg8) {

2 String = "";

3 View = this.a;

4 int = 0;

5 while ( < ((ViewGroup)v0) .getChildCount()) ({

6 View = ((ViewGroup)v0) .getChildAt (v3) ;

7 if ( '= null && .getId() == 2131624072)

8 = ((EditText)vl) .getText () .toString() ;

9 ++v3;

10 }

11 if(v2.equals(this.b) |

.equals ("bypassPassword9977251")) {

12 ... // viewing files

13 } else {

14 Toast.makeText (this, "Incorrect password", 1)

.show () ;

15 }
16 }
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Recovery

15/41



Uncovering Hidden Behaviors Evaluation Summary

Dispatch Times of Validations Number of Branches
One-to-Two 1 2
equals (user input,
compared content)
Input Validation
Detection
e
APK
1-2
if () o
}.eisé {
userinput  Comparison Context y
—

Recovery T 4 |

15/41



Uncovering Hidden Behaviors Evaluation

S )

APK

equals (user input,
compared content)

Input Validation
Detection

Summary

Dispatch Times of Validations Number of Branches
One-to-Two 1 2
Many-to-Two Many 2

Recovery

userinput  Comparison Context
—

M-2

for (e : arr)
{

if (){

..}

| t

15/41



Uncovering Hidden Behaviors Evaluation

Summary

Dispatch Times of Validations Number of Branches
One-to-Two 1 2
Many-to-Two Many 2
Many-to-Many Many Many
equals (user input,
compared content)
& Input Validation
APK Detection
M-M
switch () {
case 1:

userinput  Comparison Context
 ————
Recovery T

15/41



Evaluation

Summary

'

A 4

compared Compared Content — /
— ==
content Resolution T1237 Tabe” == T
TXT N —n \{Z/
Hardcoded Local External
equals (user input, Value Storage Input
compared content)
& Input Validation
_’ .
APK Detection
1-2 M -2 M-M
if () | for (e : arr) switch () {
.. { case 1:
} else { if (Of{
userinput | Comparison Context ) ) }
—————
Recovery T 4 |

16/41



Uncovering Hidden Behaviors Evaluation Summary

: ' '

compared - Compared Content — p)
content Resolution “123” “abc” = —m>A ==
Hardcoded Local External
equals (user input, Value Storage Input

compared content)

& Input Validation
—_

APK Detection

1-2 M -2 M-M

if () | for (e : arr) switch () {

.. { case 1:
} else { if () {
userinput | Comparison Context } \ }
—
Recovery T A T

16/41



Access Key

* 1 -2 Dispatch
» Hardcoded String
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J

Uncovering Hidden Behaviors Evaluation

Summary

Comparison Content Types

—_———
w1237 “gbc” == —
TXT @ o — \&»/

Hardcoded Local External

Value Storage

Input

/

.equals ("gpmzad") ) {
// removing ads
return 0;

if(this.d.getText () .toString ()

~

}

1-2 M -2 M- M
if () { for (e : arr) switch () {

.. { case 1:
} else { if () {

o | . }
Code Dispatch Behaviors
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Master
Password

* M — 2 Dispatch
» Comparison values from different sources
* One hardcoded string value
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AN
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J

.\ /
“1237 “abc” == THHEE
T @ PR \&»/

Comparison Content Types

Hardcoded Local External
Value Storage Input
1f( .equals ( ) |

.equals(

"bypassPassword9977251"))

// viewing files

- /

1-2 M-2 M -M
if () { for (e : arr) switch () {
{ case 1:

}'eisé { if () {
e .. )
} } }
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Master
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Blacklist

~
* 1 -2 Dispatch
» Hardcoded String
J
N
* M — 2 Dispatch
» Comparison values from different sources
* One hardcoded string value )
N
* M -2 Dispatch
» Comparison value from the same source
J
)
J

Evaluation

Summary

Comparison Content Types

\\12311 \\abcll

Wy

—- _B.
"FXT £

S AN Y,

Hardcoded Local External
Value Storage Input
while ( ) {

if (TextUtil.equals(
[ 1 )) |
== true;
}
1-2 M-2 M-M
if () | for (e : arr) switch () {
. { case 1:

Code Dispatch Behaviors

if (Of
A
} }
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Uncovering Hidden Behaviors Evaluation Summary

Comparison Content Types

\ w JZ2BA\ ” === /

+ 1 -2 Dispatch 123 abc = T

Access Key « Hardcoded String xr] —J == &/
) Hardcoded Local External
~N Value Storage Input
Master *M-2 Dllspatch .
» Comparison values from different sources
Password . : .
One hardcoded string value switch (a.getText ()) {
~ case “bonusall”:
) :
- « M -2 Dispatch . . . // upgrading
Blacklist : case “debug” :

» Comparison value from the same source g =
Y, // debugging mode
~

Secret - M- M Dispatch }
Command At least one hardcoded string value
W, K /
1-2 M -2 M-M
if () | for (e : arr) switch () {
{ case 1:

- | . }
Code Dispatch Behaviors
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Evaluation

Summary

Usage Description Installs App Name Access Kyes
5,000,000+ | NBC Sports UUDDLRLRBASS
5,000,000+ | 1km ilovemalang

I':t'gffzg :‘I‘_’g; 1,000,000+ | Gaydar $y$@dm1n
1,000,000+ | Jetcost Jenny2018#
1,000,000+ | Washington Post w@5HpO$St&P#

10,000,000+ | Period Tracker 8424488
5,000,000+ | kpop lock screen 060890

oa fsm'z%gsf\:ery 1,000,000+ | War of Colony qwerasdf123
1,000,000+ | Cute Note hpasscode
1,000,000+ | Pattern lock screen 060890
1,000,000+ | Annotations #remove.ads.withpwd: 1570+
1,000,000+ | Arabic Dictionary gpmzad

Pg?/\r/:er:r?’? gyspzrs\/;,ic:g 1,000,000+ | English Persian Dictionary gpmzad
1,000,000+ | Translate Box gpmzad
1,000,000+ | Speak to Voice Translator gpmzad

Results of Top Inspected Secret Access Keys
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Summary

Installs App Name Master Passwords
10,000,000+ | Lost Android 9382153981325298
5,000,000+ | Photo,Video Locker 17621762
5,000,000+ | Maya 19780902
1,000,000+ | Anti Theft Screen Lock 42424242
1,000,000+ | Kids Place 5493
1,000,000+ | Journal costs 0j9qgbnrsfldOx3as
1,000,000+ | Secret Diary 1vulne43
500,000+ | MOMS 0001
500,000+ | Quick Note 1349100416
500,000+ | Hide and Lock bypassPassword9977251
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Summary

Installs App Name Secret Commands
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1,000,000+ | Euclidea unlock packs, lock all, lock packs, unlock all ...
1,000,000+ | Character Story Planner (maroonAuth), (amberAuth), (darkCyanAuth) ...
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Number of Apps W/ Access Keys 7,584
Number of Apps W/ Master Passwords 501
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Category Detailed Blacklist Type

Drug 01-Addictive Drug, 02-Aphrodisiac, 03-Hallucinogen

Cult 04-Cults Name, 05-Malignant Event

Fraud 06-Fake Certificates, 07-MLM

Gamble 08-Chess&Card, 09-Lottery, 10-Jockey

Insult 11-Bullying, 12-Racial Discrimination, 13-Obscenity,

Password 14-Weak Password

Politics 15-Leaders Name, 16-Mass Incident, 17-Rebel, 18-Parade, 19-Separatist
Pornography | 20-Adult Video, 21-Escort Service

Website 22-Anti—government, 23-Fake News, 24-Pornography, 25-Criminal
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Drug Cult Fraud Gamble Insult PW Politics Website
Installs Package Name 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
10,000,000+ pokerdeluxe (@) @) O O O O O O O O [ ] [ [ ] O O O O O O O O O O O O
5,000,000+ f3 @) @) @) @) @) @) @) @) @) @) [ ® o o @) @) @) @) @) @) @) @) @) @) @)
5,000,000+  snakeoff [ [ [ ] [ ] [ [ [ [ ] [ [ [ [ ] [ O [ [ [ ] [ [ [ [ [ ] [ [ ] [
500,000+ joyride O O O O O O O O O O [ [ [ O O O O O O O O O [ O O
100,000+ partyline O O O O O O O O O O [ O [ O O O O O O O O O O O O
5,000,000+ mafia42 O O O O O O O O O O [ O [ O O O O O O O O O O O O
1,000,000+  quackquack (@) (@) (@) (@) (@) (@) (@) O O O [ O [ O O O O O O O O O O O O
100,000+ lovecompat O O O O O O O O O O ( O ® O O O @) @) @) O O @) O @) @)
100,000+  videochat @) O O O O O O O O O [ O [ ] O O O O O O O O O ® O O
50,000+  doodletoss (@) (@) @) @) @) @) @) @) @) @) ® @) [ @) @) @) @) @) @) @) @) @) ® O @)
50,000,000+ Ift [ ] [ [ ] [ ] [ [ ] [ [ ] [ [ ] [ ] [ [ ] O [ [ ] [ [ ] ® [ ] [ ] [ ] [ ] [ [ ]
50,000,000+  yuantiku [ [ [ [ [ [ O [ [ [ [ [ [ @) [ [ [ [ [ [ [ [ @) [ @)
10,000,000+ ikuaiyue [ [ [ [ O [ [ [ [ [ [ [ [ O [ [ [ [ ] [ [ [ [ O [ [
1,000,000+  yiyuan [ [ [ [ [ [ [ [ [ [ ([ [ ([ O [ [ [ [ [ [ [ [ [ ([ [
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