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HarmonyOS NFHAEFP2E dn FIWIKIIA BEZAM, MONHIIOF A B2R. iy 2388, 1817,

B, BEATE LA EIE B ORI RE T R AT G e LA VE N, I B

BN ORI RIS, (RIS S P 42 i P I P S e BB/ B ORAIE . AEIZATRNBL, #fR

F“ﬁHEI’JJ‘:ﬁ_ME, HPRFE R RA SR 2 BRI, N RHE 25 OB, R
BAT AW AT E

SCRSARAS V1.0 (2021-06-02) IRINERS © #59 2021

38



HarmonyOS 2 & AAKEH

7.2 HarmonyOS W HFEF “aiig” KR

XF T HarmonyOS JF&#, $RETFRZ TN Wk, L4 IE, FETIFREIES
B, JFRE BRI A LA R S A e P e

TR TR ahe )y, BT RE AT RIS LI & BRI % e SRR A,
i ERIT A B DU et v i & HarmonyOS £ .

[FlIN;, DevEco IDE ST S it L FH RIS AE P A0 e B Ry (M 2 4 e /g, 9l
DevEco IDE BEfs H s BT A & AT AR ZE AN B, b8, B3h
AR R IR 5 SRR B B AL RIS 2 B, 7 S R T R 80 FH B 45 R i

EZ.

SEAAIEER A B S LIRS B /A % 2016 4F 6 H 28 HIRATH) (F83h I
FIREFPE BRSSE BHED) » RN Tt E SR P AR, Ry I RE .
EVEN L, BB RO — A Harmony0S JFR & 5 EVE MK S, JEHIK S i AT LA 2 4T
SKAWAE, LA VIESIE N NI R E LA VAEMAMIT R & LA NAE: BRI T
KRR IBEE . RN ERER AT R ZE S VAIE, UG M 37 B sE 44
i

7.3 HarmonyO0S N FHFE ¥ “aiif” 22

RAT RGUENTT R F HERATINF, B e SR AN A ) e B e R R
BN, A5 R Harmony0S B FAG ALY E 4T 2 4 5 RRFAMG AN TH#Z, X4
IS FH I8 AH A 7B RATARAE, RAE5E SIS B2 4072, #iff HarmonyOS
R R ) A . RN R, B R IT R F R AT T BRI .

7.4 HarmonyOS N FHFEF “4iift” 81T
Harmony0S 75 F 2235 (R, 233 PKIT Z4F HarmonyOS 37 F [y MR S2 88k
HarmonyO0S AN R T A it 1 & 2R R R ML -

> AR AR T I, B A N AR N T B L . 2R
1EF T

> AERUR: BUH 7RG BIE. @5 EEE A NEHE KBSRR, X s %
BURAEA “BRIET” 77 AT M A8 8 . TR Il SE5EH A System
Picker J5 2UB5 tE AL PRI AT M.

> AFfEVDRE: BOE TAEREDTRALR, fRY T APP [ 4
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7.5 HarmonyOS & #5 4= 576 ¥ ZE M HEIA

eyl it 3T HarmonyOS PA K HMS Kit Framework % T & #5 E A ZERIAESD,  [R]HS
PN Kit BESIXF L&) R BEATIRAE, Q. DV Kit B EIMLEE ], Cast+ Kit
WA 1% .

AR ORM T8 A VEAK A 1 1 1 4% RERE SRAS SE U ARG, AEONSRAE T SRk AR B
Fh&, WRRAERFEER T, LR &SSO B 22 2 A EIRR A Refit#ERE N
HarmonyOS 2EZs, NS T —BR&EMBRAIT R L EMTE, WG/ ESEIEKL:
FF R TF A A ARG 22 A R ) % % o

E]7-2 Harmony0S &4 ESIGHF&

DV Share Cast+ HiLink
L JC& ) I ) e
gﬁ IJD:EE& HMS Kit Framework
OEM&ERS P
FrE
OEM&E HarmonyOS
EfEDkEE
1L Ty oy
Powered by
HarmonyQS
HarmonyQS
Connect
BlEEs EhEmRE OEMZAERS 5
(EREF

> OBM AE BT K ENE
> WA ZAENVESNAE
> WERUERRPULIRE

7.6 HarmonyOS % & =& & EAK A IE

R TR HarmonyOS 545 A A HIX & A5 & Harmony0S A2 A ARLS ) 2 brifE, 7
SRR RE S INUE, JF H BRI A) RALASEAANIE, TR E T s B AeE
MRS, FE5ERSE A AL BB BUAIE, 2AJG1E Device Partner AEZS{KAEE H#F
GREIFRE (RN R EEIEIR S ) , 228 54 REIE BN N R
AR

BNES GRS, ESIKEEERN Device Partner S /EIKEEE B G MR 7= 5 1)
YRR PR B SRR ROSRTY, R BT & 108 B ORISR SR B A & 1R T Rt
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TRV IR EIL R E R, EEETTE B G BT DSRBO BT & 17 S AR,
RS IR

7.7 HarmonyOS A& W84 % Ak

BRI R SE B Ja 77 BRI B & LA R fEREREAT 2 2 ) B R 22 4
B, (R EENE, AR AE S VARSI S W A& AT 22 4,
FEBL I A2 LA SOAEESRIFE I VIR 2 S5, IR S 2 MU I A AAIE D
BUE-BARR S

7.8 HarmonyOS =251 7% 73 & 8 ML

N T PR B 7 X0 I K 22 A S et Ll AR AP AECE FEAE Oons I T e
I, EFNThRE S IR E RN R 2550, JF H oy T % e S5 G AR 2
Ry BT BRSO MNEEOR AT R B, IR SERUA,
B AE 22 A UE T B2 X B 4% 1R 22 2 S5 AT WNIE -

RAFF &N 2 EF RN ER )G, WA RER T N % 25550 HORfEE1EDT
EHE S GO MR E I ZeERER, WREEIN SRZ 2R EE . %
BAAGPE RS DImBATEA, TR MY, BRI ERE RN, &
HIEXS R PR B8 B, i RGNS Challenge Fl22 45582015 B4 44 (A4
TR BRI HEAT R RPN BN TFIX, I R [ R AL R B Je 1% el

LEO

e e A AR A R LSS Kit REAE LA R ELERAERT 75 ZEPPAG X7 ) 2242
B RATIERIRN T a5 0T 6 BRI B _EiRah, Al gy A ZORABEAE SL2 %
RN AR, IS B T e st S 2R, A4 2R T

B, NNV R PN EENLE] (W HarmonyOS “ 1A U5 17 53~ 70 2 s Al 4%
I FETD .
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HarmonyOS Z&r M 5\E

HarmonyOS FIBCHT MISLEL S | MLk 24, RGE e, Bl 2SR AT iriE, JF
SIS e YN TS R E P S W E AN

7F HarmonyOS 2 fRA &, FATE A

WIELZFR | AEX % MRHL | BEE
)
CC EAL TEE &4 | ff= CC IMIE MK B HAR 22 4= VA% 18 FH At
5+ YE RSN | NSCIB ISO/TEC 15408 XF IT 7= fh )2 & ThREFN 22 42
A N b W oW K VAL O I, N guat Y R
TR wRIRE. APERE T, &4k
I V2N RO 22 4 GE. CCAMED N 74
EAL 225, 2000y VP Al 8 ™A% . TEE 22 4245
1E RGN LIRS CC EALSHAIIE.
CC EAL2+ | iTrustee faf 2% R EHITH RN Z 2B IER S
5.0 NSCIB iTrustteeb. 0 3818 CC EAL2+INIE
AEIATIR
5i
IT 7785 | HarmonyOS 2 | EM | ZIANIERET (BEh B e X imiRiE R4 24
SR caIN g | RER MG RIREDYL 4 385020 ) Anifitsr
iE EAL4+ AR | VR, iZbsdE DLEERR H E BR CC At i [ b
AREIN | GB/T 18336 NFIEREAELE, K4 CC VAL kxS
uEHG | HarmonyOS 2 #E47 25 AP . R4 ZIAIE
B HarmonyO0S 2 15 24 75 67 P4k A5G
UE, Aefs A ORI TH 2 8 s 2 4.
ISO/IEC | e 2kuds | BEEFR | ISO/IEC 27701 FaRAfE B A5 H 4k 2 WA ZE
27701 RARERN | e | B SRS REME. SRR, B
it AR A HIFEZ AR, 20t T — BB AL
P AL HE 7 AR AL B FEAHELE . iZE
BRE K AR RR e b vE T A
K @E s RS ERT, CaWaETEs
I N B HAR R
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HarmonyOS #iAIH &MV & e INH

HarmonyOS 7 5522 4V 55 BE S 4, I X 4n HUAWET Pay. FHLE. FHLACHE
. BT BNE. RS SRR E, Uit sefitbige, R4
AR 8L AN S5 Wi 3 T HarmonyOS $&4L I %2 268 11, RMEE L ERINE ARG, &
RBRBE FI LRI 2 TR A W 7= R B -

9.1 HUAWEI Pay

13d Huawei Pay, FHF AT RAMEFH 32 SCRFIAE N Ao se 8 AT, 22 AR E 1) 07 i
173K, Huawei Pay fEREFEMIBAFh#RBEAT [ 22 HOMG et

Huawei Pay #f

ZaTuff (Secure Element): ZRJufFR&MHNAIN. KVIEREF, BEfEE
RIAT PR FL T S A R SR

NFC #5545 : NFC 5| 25 A0 B I PR B TCLRIEAE " Vi, STREN AR A BE 48 Fl 22 4 T
2 1A T IEAE .

Huawei Pay WH: fEZ#F Huawei Pay H)i%#%_E Huawei Pay MR “4kf” , £l
AR IMAEHER K. £idk, JFEE Huawei Pay #H473%4F. AP AT AEEERE A&
FHATR R UL T KRV HARE BEN LS. 60T LUK AT 3R 2] Huawe i
Pay.

Huawei Pay fR45#5: Huawei Pay R55 %% 915 ¥ Huawei Pay HHERAT RAPIRES, PIK
WAL AT “& & RS o BATE R 53 &R ST IR 55 24815

Huawei Pay Jnfe/fif F %2 & ot

I A ARAT R B 2 NS I BOR RO ROE B 24, BREE A7 1F % & oot
T, PR EVETIRE AT RS . S IIA], A TR S A TR
LB E” (NFC) 4% iR S % ot TIE S .

Huawei Pay Qfd] {8 F NFC #2248

TR L 2TCIF N T, NFC Fiil 45 8 DR P AT i 2SS 58 &) A Ak T Bt i e
PR AT o NPC $2 81 2% R 2K R B 3 A 23 iR SEAHE SRR IC VAR A2
5 o
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— BRI TR SO SR BT, 2618 2ok 2 A n e & 1 S e 2 B % 17
RIEL NFC Y. DIBE, e ffh a2 5 SO AR BRI R B 2 £ A NFC 37, 44
A BEHEE N RE AL B AS .

RATRYEE

M PR ERAT RN INE] Huawei Pay B, A2 &R0 RE B LT H Pk~
A& HAE R, RIBBREEIN. BEEVREGMERER, Jog 2 Gtk A
K% INE] Huawei Pay.

Huawei Pay i Fl i 5% & i 1 ] i & SR RGBS R AU sl 25 (] AT, A RHL
A B DA 2 A5 P e i SRIGIE s HEHEAH R RIFRE AN IS Huawei Pay. JX£E%/7
Ui R 55 A S TS TLS 22 A iltin s

KRIT R IR Huawei Pay

LFHRIATERFE, fTEMEHES . EHR S HH R CV bR B SR it
Feo HIPATAFE SR B BN B FH G RI AN ZAE B o SRBLAHIR BT RE B
Ja, BRBLFRER RS . EHSEEEME, RRESKAE CVW S IAMIFAL . X
SefE BB 2 e M B R H AT IRAE, A S RAF EAE I CVV 5545

S
R R FRRR EIEE S 5%, NS TR RIS S & F R
FURIR

W Pz G &M, BRNSWITERZ 23 A CVW I RERIR R, FEHR
1T “4be” ifd. AREBEENELR (B, s, "&EH5 LN YE Huavei Pay fiT
TN TFIL, PRI AR SRS E (R H T “eMks” ) « Kk
WU LG R, e 2 S HEER AT R ID %) Huawei Pay.

“HRE” MAESTATCAT B IHRAE

o W NEARRBAT RIEIUE .

o  FHILHAIERE R E.

AT RIEFR AR 2 R FA, Tt 2 E bR LIS S ATER S B & A RbRE, RAT
K12 BRAE LR NS EZg it Token o BTiE Token Ak 248 A/ i#iid Huawei Pay
BERITEREY, FEAH REAARMN e LR RAHL, BR5HIT B
g, #REIZEARGHAITAME, BIEFVNEAN AR EELRIT RS, 92
TR TR BT R AFERAT IS A I0UE, MRk S N5 AR TR B TR —H P By
Ho
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E9-1 1K Pay 4hEid i

N Issuer Bank
FEAMIION g8/

RITF i Pav o ————
Customer Huawei Pay - — | Huawei Pay e | f Token
- ——— Servers - = | ®E#/cwvy |

Token Token
Token Service
;;';;"i " Provider
Secure
Element

BINGIE

R LR AT L Y5 R 75 5 B AT R AT BAMRAE . R R BRI OE RS, AP
TR L R (MR s JA R

FHPRT ARG 35 AR ATLR A7 A% AR 2 A EOR SRR 8, R B b AW i B8
fth

SAHRAL

224 ot R AW RISk B S Huawei Pay %45 B4, I HAf A P S 4840k
WAEMINIEG, 42 RT3, wRTH, RSB EOAM A 720 (H2EH
2] [l A5 B R ORAR B R S, R 2l VLR HR S0 1 IR, 2 H i30S
H NI

fEF] Huawei Pay #EATIEEAL AT

A FHLE SIS T NFC 3, & & i P R AR . P E L
BITAE Huavei Pay BFIFESREL—SARAT B, BR7EUER BRI B FTAS 2 16 SO G SRR
WK, 25 A S S A

WARA AL, WA KIESAME R FPNEE, ARSI &M “3igF
57 Mo LS %y,

FEMHH. BRARE

RIS B 38 RN B S M B N 2% BTE 20 SR %, R RHUA B 45 S AN R 4 th ] {5
PR 5 ¥ % | Huawei Pay A3k 19525 Zh R

AR S AT

HuaweiPay STRFESCIAT ARSI P BFRSCRI G AS S ORAFAE ALY %2 4 X
i, AR R, RN R SAHE BEE e 44 R

[ P AUBR e R IE

HuaweiPay i | [E R PCI-DSS tAilF; Jfilid T VISA PCI-CP. CDCVM Z4-ililF; &
ST MU & A bR e K
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9.2 FHLAZE K

ERNFHAE R JaMRAZHER) 2R A T B sl - S8 2 PR 3I7
XN BIFHLI LA RIC (Secure Element, SRR SE) a5+, FEAITE 2 M B2 4
S EONDEPS PERER L SR N M 6/l 2 e e 2 e e ot S vl R VA E K SRS RS PP S
BRI Bh 22 g it e e R, P ETTE 12l R )R, T RUW A IE R T RATE
. TUERERRRRS . ROERNEE TR RN FHL PR A 4%
FE i R LUREAEABAE 2 0 IS8 R R R ImIFL A AN A 2238 R i R] DUKE 2838
FIRF, BIFR AR

ZERIFFR

PR app W SCATSE HFBACBRITR NG, KEIFRIER. EAHTERS
P& (SEI TSM) fEFE %41 (ISD) ) SCP (Secure Channel Protocol) HI{RFF,
SRR TR A8 8 R — N BBk ) SSD, Bkt RIA R IR R 8 GP Card
(GlobalPlatform Card) Myu#E# A APDU 464 . 7E ISD [) SCP fU{#4" , ¥ APDU 4§
LS TFEB 2GR, HEmRN RS, SRSB4 2 A SSD.
SSD AR Al R A A A {E RSP & (SP TSM) & HE, SP TSM B —FK—M£H
TS NGBS, @ik fd H SSD R 237 SCP AN%s 41 S 43 SE th (19588 R~ M
HW. 2R EFIHIFERI.

ZilEFRBAE

P AERE app XA B B E AR &HS, AERBFEMETER. SP TSMAEFHINCE]
VAR FE BB SR 5, B FEAE IR AR 217 SE AR R R AR

i RAEIPEERE, R AR RORR TR SRR . SPTSM AR T ZR A KAL)
REARARIERELSER, BRI SP TSM 4G IER 7 &Ik . Bfija SP TSM
PR T BECS — B, RS R AR TR AR 2 P N 8 SE R
FIA, PG E s RS, SRR MR Aot SPTSM G IR R AL, B
AR A SRR e 8, BINER N BREAE XK. TR A e 0 5 A4
£ SE H RS AT SPTSM I BE IR ALY, BREHE P I i IR A7 A 20 R 22 4
o, HRA SR = RMBEZMY], HoeE N KRB R A A1) SPTSM 58 .

BRI

i FHLE NFC #2145, 2@ A A AR PLR] LLE AN SE A 12038 R 2EAT AR Ak 5 i
FIE(E . EIEEERET e A AL 18 KA EERSEI R, - # B R LA R
MRS AR AR ) 2 80

B R ERE =

2 F PRI K COT IR IE R, nT LB AN BB, BRRER R A
P RAFAE SP TSM. Il R RN R & 2 = om0 #8, B SP TSM R RIT H$5 4 2
SE HI-RA N, RAMRIEFESZRIKBOS NESE, FAERNINE. N MAC J5iR[E. SP
TSM R BISE IR G, 56 MAC, GRS 2R NEEREIFIRIE. REGRAE RN INZ . o
MAC, FRAIE T A& 4 R A AL 28 A e B

ZERIBFR
MPABAAGER)E, ATBUEE 8 app AR A RIR R . EIRRHUREF, SP TSM

¥R NRBBREL, 285 SET TSM 244K F A SE 85 A ER . SP TSM kg 3R E R )
R P AR FE P g S DA B S AT B R R [R5 FH P S A R AT R R
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9.3 FHLE

“ARUJE (USBJE, HHES) & HATHRAT EEMME A 5 % )i &, Hifi T
RSN 2, AAEMMETHEN . HHIR. HEK HHARME. A EREAER
Rl MR BB SETIRER) APP, (EAEFIARAT UM B IEHT R S I, e ig £ 2
KHGEE TS, LAEE T BTSN, ZeX i, HPES e s H
RERWEI . EATHELE S NI %270/ (Secure Element) , ZZ4Jtff
ML AN S VAERES R, SCRARAT P HUEFL 55, RiAESE 0 USB #iik X U JE
S5FHE G, AN ER TG, a7 SR AR R RS

EH P I EFHLERS, HarmonyOS HIRIE RS EHFH (TS SAE N % ufFr)E
%, B 5% Bt SCP (Secure Channel Protocol) iHiE, 724 oW ITRE
A5 ML Z4is T A 0. BEGEAT APP KR TE1Z 20 4 2 () AL RRMLUST. B A A 5 61 o Al
UETS, [RIENFESR A P AE RS UT S A = 5050 PIN RS SR OR3P AR R 1 2 g1 £l

M P FEAE TGRS, S5 alE UT A GER T S 6, BE R =2 Rooa M RoT
SRR AR BRI RV T S S i SR IEAT R 4 . BRATE A BT S SR I, 2Ttk
Aoy AT IS o

P FEERS CRED THUER, RGESEEMBZ Eut R A g9, H
AR

MAEFS ARG AL BNES 58 B ar AN, IERRAPIR AN 2 2TeiF N,
TRBEIEF 3P = e Ao

FHLE LR Y

XN AT OA . B, WACNEITRAA & HBE S B A, By s s 4
B WA APK WU A R E AL, AW SE BT R FHUE R
AR

FHUEFF

N T I R B R SN SR ARATIE TS, ARG R RIE, JFRIURE
TAESE USB JEIRIRENE, KRHJFRIG, B SuEBAacinlk s #titdtr, Mg
PEE IR AR R 2 R

9.4 H-F B ik

P LT S BRI e TID 2RO 2 2 = IR & TR I SR IER Y, T SR IEAE A %
FR TN R] (37 & AT DR E S5 WU B S e AR (R B hRe,  RENEAE AN itk F ™ B SC B 3 iEA
BREOLT, A LIRSS B 5E AR B A AiIE, IR REAE IR 28 3w R T
G N SEHURI TR ThRE, A ANEIRFLERE D oAb SE =7 FHUN T, - PREE
AR I B AIE

MPAEF IR N AR BN DRI 5E K e ID FJTIE, Jh@EEdfEs, M L
NFC BB B3 E, JFsRANIRAS S, P YRS Ase, RGN 5
FEERNZRGR, ARRSHRRERE, TR eID FRETHL. HtidrEF, A
U B RAE . INEBITE iTrustee®ZE4: 0S B, HfR T HHE 2 4. eID JFil
G, ARSI eID 5 BARFFAEMSL 22458 Fr inSE 1, R R EREF A fe v
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] o AR IE AL AR A A e e e, NG BB SR AT I AR A e R R, A
RAFAETHLA

I FRAEENE e 1D A RFRERITE, $24k e 1D fELumflff) 42 2F dn B B, A P
AT HE 22 i 28 B S 3 IRS5 . B9 eID J7 8FE TN 4t InSEL %442
Camera. iTrustee®Z4x 08, JJTIH. Ta. f# AT AR SR Bl 21 o 1 i 2 A
.

9.5 A

FHLZEEAH S E FrZEBE N EEEE (The Car Connectivity Consortium, &5 A CCC)HE
HHIFRME Digital Key B2 8HME

HPIT BTV G, AT LGS FHLE 7 1 NFC R 88 5 At AT 22 5., Se ot
NN el RS (2

RGPS app, HIP AT LUK FHLESIRL > 24526 R . R4S 2 224
WA BRI G, AT AREI T 38060 52 42508 (80 4 L I 5 3h 4240
IR, ARG A T DR IS HOH 5L

EEWIE & EITBET I EHLE, Harmony0S A ERGEHFEE (TSM) 2{ERN%
LtEEHEE, Wit 524 eE@ . SCP (Secure Channel Protocol) iHiE, fE%
A IuE N IFRERTAS . ML R 2 Aia AT =S ] .

W8 s 22 I 2 RT DA SR ) 3 7 B R A PR 55 4 B 4 (TS K 2 8 75 B
HEITHL . IR H SRR RE T IR I PIRL .
R B A Al B R RE UL AL 22 4 #17T (Secure Element) Fo EREMLA AN
. GRAERE Fr o 2 Z0NE B R bRt

A HATRE L) BB, W RN RS RONUI R AR B AORIE R I 7
E7ge o
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1 O 2 B A1 K HarmonyOS Z44k R 4E
H

Fo st B WIVER) HarmonyOS Ak 5484, 2% | R(EAEM L 40 . Cyber
Resilience MZE I ELEMI SRR 2 2480, 48 T HarmonyOS 424X ] {5 T F2RE
T~ BAWRE SR LAIRIE SRR 2 4 R S B AR AL, IR
HarmonyOS “JRu] REIRUEBA LA, A7 75 IR Iy d ik SR B A O R v e AR A
TEIRTA R A G B Rl B B 25 FME R .

10.1 HarmonyOS AJ{Z L%

SR, NS IEAEE RV EERERENE T, s, R, BHEEREE
o XS TSRS R T RTITRA BER . AR O R SRR R A
A IFEA A . TEAMUAUR P MAMER I AR, B M NTESCBLRL R, 248
SRR R U W15 ) e o

KRN TN 26 2 AR RS AL R E N A B I B s N8 AR ARG 1S09000 15 &
PR Z . YE 1SO/IEC/IEEE 15288 Fl1 12207 [ &% TR RIS 2 bt E
s E R RS, MR RS EMER R T, BTN E TR L E
BB, PR R ERMER =5, AR IRMEAE R s R 5, RSt .

RN F R bt WRRME. f8 21, ARG AR R SCEE
150+ TR FER 7E, B VR IR — ARt € #RAE SE 4 1, B RIE 2% B A
o ARARCT AL BN 38 B2 &I AR S, &2 AR SR HE? 08
TR SR AP SRR, T dhoE SCGE Rt & DLRH 38 Aia 8 50t
g T LSRR S R — SO E R, JAIES &0 B B KB R As i 58, 11
B I R G ERM RGBS . BRATNRG TR IERE R, T
RS RIVEI . TSR AT AR 2 M SRS A 0 DY AN U e SO AT S HESE
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10 #43

E10-1 L ATEHES

Trustworthiness TJ{S{F

Trustworthiness Properties Al{S{EhS

FERR BEHT DIV BexRRE BRI
Trustworthiness Properties BI{ZE=RIS{E
Fq # PAD FE EHE HIL & v PC  ARVR o i (N)

Trustworthiness Properties FI{S{EERMSE

22 )] =5 LS L ABES 15 FitEM
Security Resilience Privacy Reliability Availability Safety Ethic Compliance

Trustworthiness Approach A{E{FZE

EXMER SEMmER ERmER
MIBSHEMNER Definition Realization In Use oo r
Governance Assurance
8&Preparation AEEE5HEA &Certification
Theory & Technical

Trustworthiness Principles AI{S{EHEM: =i7—8. #iTe— BRitk. ES0N. REISTERESHNE

PATEAE R — AN B P AT R, #REAATERE . M SR, .

ZEME (Security) : A RIFIIPIIARES), RILSMEHR N L. ek
Al F k.

WHE (Resilience) : RALZIdI fRIFAE XMBTIRE (BFEEGD , EBK
Ja PRI S 15 S ) e

FEAE (Privacy) : MESAGRIBLREHEMIER, 2N EMAAIL. 7R

RN I L HARA TR B 0 T 1B BB BOR RZE R & . H
JHRAZARYE H O 75 ZEORAZ T Bl A L2 Rl B o P A RS AL A 24T 56 %
(R ORA BE T AL o

ZatE (Safety) : RGERMTFENEEAEAEATIZKRE, A0iEBRNE
i B SE S E AR N R, AN R B S I8 1 45 TP B 7 (A A

AT M (Reliability& Availability) : 77 &hBELEZE v & AN KB OR Y 5%

TbEIEAT, H&EPUEEN B BE RGeS, ROETHUHN. Bk .

163 (Ethic) = H{BRAE. RS TAHSMIELRAL, AT RGAREIN GRS 595 ML L AT

PR B DL AR, I AR e 1 R AR AT $dE S 2 otk .
AHEM (Compliance) : BMSE/FHIX ETEES . ToRERFAIAR SR 5K .
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A 4EE%IEZR/Acronyms and Abbreviations

/ \ SEWGTEZR /Acronyms and Abbreviations

APK
ARM
CE
CFI
DE
ECC

ECDSA

eMMC
HarmonyOS
GP

HMAC

HUK

HUKS

1D

PR

Three Dimension

Advanced Encryption Standard
Artificial Intelligence

Application Programming
Interface

Android Package

Advanced RISC Machines
Credential Encryption
Control Flow Integrity
Device Encryption

Elliptic Curve Cryptography

Elliptic Curve Digital
Signature Algorithm

Embedded Eultimedia Card
HarmonyOS
GlobalPlatform

Hash—-based message
Authentication Code

Hardware Unique Key

HarmonyOS Universal Keystore
Service

Identifier

AR

=%

e RN B
NI

LR AE g 42 1

Android %354

IO TR R T
TEHE N %

12 I 5 B

BN

VR I o 25 Sk

AV I sty 2 25 4 Bk

N EZ LI
#:39 Harmony0S 2 %¢
LFRT- B
HOUAE BANER

2
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S i
IMET

InSE
10T
IT
JOP
LTO
MAC

NFC
NIST

0S

0TA
PAN
PIN

PKI
POS
PXN
REE
ROM
ROP
RSA

RPMB

SD
SDK
SHA

SN
TA

P AR

International Mobile
Equipment Identity

Integrated Secure Element
Internet of Things
Information Technology
Jump Oriented Programming
Link Time Optimization

Media Access Control

Near Field Communication

National Institute of
Standards and Technology

Operating System
Over The Air
Privileged Access Never

Personal Identification
Number

Public Key Infrastructure
Point of Sales

Privileged Execute Never
Rich Execution Environment
Read-Only Memory

Return Oriented Programming
Rivest Shamir Adleman

Replay Protected Memory
Block

Secure Digital Memory Card
Software Development Kit
Secure Hash Algorithm

Serial Number

Trusted Application

SRR
[ P 51 e % bR iR

EMLAETOR
Pk
FREBR
PR T [ g
HEERH LI

SR ANFEH] (MAC Stk RIS A
PN | k)

T BE B 2 A B
5 [ [ S Ar e 5 BORBT T B

BIERG
TR

g Wk I
AN E RS

NS PR
F B R
RO T 25
e ARAT R
R rfitids

I [7] 3 [f1) G £
RSA Jin# 53
IR ARA A7 X
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TR TR
A
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A 4EE%IEZR/Acronyms and Abbreviations

(EAARGETS

PELYES & O oy oS4 FR

TEE Trusted Execution A{E AT IR
Environment

TLS Transport Layer Security fE 2 22 ML

TUT Trusted User Interface CIRESEDRE ]

UID User Identifier P S0 IR_ 5T

mmap memory—mapped W A7 LA S A T i

VDSO Virtual dynamic shared BRI EENT 5
object

OEM original equipment e S
manufacturer

CE Credential Encryption RIS

SECE Sub—Enhanced Credential T-Ha TR AR 2
Encryption

ECE Enhanced Credential o e b &
Encryption

SCP secure channel protocol GATIEIE ML

SSD Supplementary Security 5 B 2 A
Domain

SE Secure Element S-ac oyl

SP Select partner ik & 1E1k A

TSM trusted service manager WERSFE

APDU application protocol data INAERISNE E L
unit
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