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Linux Kernel Source Lines of Code at 1st Jan,
2008-2019
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Years (Source: master@git.kernel.org)
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APPLICATIONS

Linux Kernel Source Lines of Code at 1st Jan,

2008-2019
ANDROID
z FRAMEWORK
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Number of Vulnerabilities

Linux A 4z JL:k

500

375

250

125

0

Year 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

01011011
11011110

0011%110
11001101

10001111
10100110
10001010
10101011
00001110
11010101
10111010
01100100
01010101
11010110

1T A 1 A1 NN




LR A
g o . L s EITHEIE, SR
- REZTEKR > KAEBFALERSL i <\
%

> Ak

> > ~ ~ "%ﬁgy_liﬁ I/—‘-l% P
o« A S E DA 5P \#é
WA Fr &R agxTn P igih, &

HERIHR

IR ARG IR, BIElEE

Rt RS, WEN

R EEZEeI1E(T , SHAFHR
BE?F D=+ Exe .j;;:‘;;;w )
$UEAT] g v

AT MW&Q_

AES D
% @}gﬁ

_

e
s’

KEiEAN

PINGPONG
ROOT

Xt3EHR i

“~2% (attacker code!
‘ 3R —
THE |||mlﬂlh i ’ e \
ARTBLEED oMY VL [ e S ]
BUG r-x(:'l;unma‘ I —— Q e 1 ]
™ > FeRit e

TIMELINE

- D S =9 )

okk




R A% B A B 47 7 A

LG

2005

Concept
REEENT 1997 2017
Ret-to-libc Attack kernel
1988

Morris worm
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XN ARM
B)\J—?F NX AMD 2014

2002 CFG MS

MS Windows 2016 -
CFI Samsung
PA ARM

CET Intel



M 4% M & Page Table

e 48-bit virtual address
e 9+9+9+9+12

Linear address:

63 56|55 48|47 40|39 32|31 2423 16|15 8|7 0
T T T 1T T T T T T 11117
sign extended
I Y T Y
9 9 9 9 12
PML4 table page-directory-
pointer table
page directory
. page table .
. . o
PML4 - g §
entry *1 PDP : 3
[ & > E
p| eniry 64 bit PD g 2
: pcniry 64 bit PT g1 X
. * . . entry
40* > : . :
9 CR3

*) 40 bits aligned to a 4-KByte boundary
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Kernel space
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o ENFTAIRA o BT H, BBIEAN
o RHIE|H P AR, Hdejump-to- © F4E R T JAT(2001 XN ARM; NX AMD)
user o F AR T HAT(2011 SMEP Intel; PXN ARM)
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- BEX « % Z AndroidiZ %, L4 -Google Pixel

* Kernel Text RWX (Android 2013)
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* Intel VT, SGX; RISCV PMP

* ARM TrustZone [ACM CCS 14]
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Kernel space
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« AR H IR
o K& f A, call graph
© HPESRE

int action launch (int idx)

{

int do_simple (struct foo *info)
{

int rc; stuff;
and;

things;

return O;

rc = do_simple (info) ; /
e

Mstack_Eloadix[a)ith }
ik, BkE

backward-edge ret

lea 0x9000 ($rip), $rdi # <info>
callg 1138 <do_simple>

Source: https://static.sched.com/hosted_files/0ossna2020/b2/CF1%20in%20the%20Linux%20Kernel.pdf



R AZ AR T F #k

o 209350 RS
o Ja] AL

typedef int (*func ptr) (struct foo *); lea Ox2eab (%rip), %rax # <saved actions>
mov (%$rax, $rdi, 8), %rax
func ptr saved actions[] = { lea 0x9000 (%rip),%rdi # <info>
_do_simplej callg *%rax
do_ fancy,

b g

int do_simple (struct foo *info)

{

int action launch (int idx)

{

stuff;
func ptr action; and;
int rc; things;

action = saved_actionsiijii;””,/ return 0;
rc = action(info);

Source: https://static.sched.com/hosted_files/0ossna2020/b2/CF1%20in%20the%20Linux%20Kernel.pdf
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o 209350 RS
o Ja] AL

typedef int (*func ptr) (struct foo *); lea Ox2eab (%rip),%rax # <saved actions>
mov $rax, $rdi, 8),%rax
func ptr saved actions[] = { lea 0x9000 (%rip), %rdi # <info>
i le, call *$rax
Global data do_simple a
do_ fancy,

section

i

int do_simple (struct foo *info)

{

int action launch (int idx)

{

stuff;

func ptr action; and;

k s $ ’
StaC int rc; ﬁh things;

action = saved_actioniiiiil;””,/ return 0;
rc = action(info);

Source: https://static.sched.com/hosted_files/ossna2020/b2/CF1%20in%20the%20Linux%20Kernel.pdf
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RZHEER

« LEENTRAE, THOLAHRD
e AT E BITHIA, FrEOAIHKAFE, ZTHALHFEHHK
o ALAEAR A 2 H] /}lb%)b;}%:ji'if

o FE IR 2R
« & ik -> Return-oriented programming (ROP)
« HHF54 -> Jump-oriented programming (JOP)




R AZ AR T F #k

» Return-oriented programming

(ROP)
« Stack is NX

s BIEENERREILE , 5

SRR L
« Oxe+ 0Ox24-0x2d

RZHEER

Oxffffffff

ESP

0x00000000

pop ecx
pop eax
\
0x41414141 \\
0x0000002d R LT add eax, ecx
U P ret
B / e > pop ecx
0x00000024 sop obx
0x0000000e \\ ret
~~~~~ »

Source: Size Does Matter Why Using Gadget-Chain Length to Prevent Code-Reuse Attacks is Hard

sub eax, ecx
ret
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« Jump-oriented programming (JOP)
o B BORBIEAT, MESE B

gadgetl
inet_release

gadget2

gadget3

ROPift 7% SPIH) A %



R AZ AR T F #k

RZHEER

« PRI B ] R bk

* Stack canary

- Randomization 0x0000 SHADOW STACK (SS)
« Shadow stack SS delivers return address protection to defend against

return-oriented programming (ROP) attack methods.
- BT X

« Intel CET 2016

buf[0]

Vulnerable Buffer STACK
Stack

growth )

Return 1
Canary Value Return 2.1 Return 2

Return Address

Y buffn]

Intel CET will help block call if return
OxFFFF addresses on both stacks don't match
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RZHEER

o RIFHE S 4T
o PkEtis L

fptrl points-to set

* MS CFG, LLVM CFlI Intended callees
. Writable data VR Writable data
Y
« AR e day -
* CPI, PA based sfuncl & funcl .
fptr2 points-to set
i /@%’H‘i i;}%—’ cfi_call [fptrl]
. 11 [fptrl £i_call [fptr2] k-~ [\ re
® IntEI CET 2016 ERLIZ: o ca el Cl ca ptr i ret
° ARM PA 2016 &evil call [fptr2] -7 AN
\ ) \ )
Memory CHI
corruption violation A
Memo'ry \ )
corruption \

Attacker code Attacker code

(a) Without CFIL (b) With CFL

Source: Back To The Epilogue: Evading Control Flow Guard via Unaligned Targets
Source: https://eyalitkin.wordpress.com/2017/08/18/bypassing-return-flow-guard-rfg/
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RZHEER

o PRI RIS 4T « B X FF
o PEEAE * Intel CET 2016
* MS CFG, LLVM CFlI * ARM PA 2016
o AR
* CPI, PA based

icall-site (also address-user) generating icall-func
Jjump-table
ccode file->f_op->write_iter(kio,iter); stub-func static ssize_t ext4 _file_read_iter
} ffff80001144fd8c <stub_ext4_file_read_iter>: (CHPED I VANV
asm code[ ;; start address of jump Eétil_‘? ________ b_ ase ffff80001144fd8c: b ffff8000102b3d9c <ext4_file_read_iter> ) ) o i1 g
3 i : static ssize_t nfs_file_rea
FFf80001041b30C: adrp ! x9, ffffseeenmf@eei ggggggﬂjﬁggg:<5E“b¥2iiggséiagiig;4 cfs file rea d)f AR TR

ffff80001041b310: add ' x9, x9, #0xd8c

Addlng ;5 X8 contains the icall—s_i:c_e_:c;\r_‘éét_ __________ 35 ) . static ssize_t nfs_file write
boundary« ffff80001041b314: sub X9, x8, X9 fff80001144felc <stub_nfs_file_write>: /’ (. . /% .. %}
ffff80001144felc: b ffff80001125ff78 <nfs_file write>

ffff80001041b31c: cmp X9, #ox26
;5 cfi check fail

ffff80001041b320: b.cs  ffff80001041b37c

ffff80001041b318: 9 9, #2
check ror ten I.ength ffff80001144fe20 <stub_ext4_file_write_iter>: )/static ssize_t ext4_file_write_iter

ffff80001144fe20: b | ffff8000106d5350 <ext4 file write_iter (o v D /* .0 %}

@ replacing icall-func with stub-func
const struct file_operations ext4_file_operations
/X0 0%/

.write_iter = ext4 file write_iter,
/¥ 0%/

)

ffff80001041b32c: blr x8

func-user
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section

RW RW

ROX

Kernel space
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* Data-oriented programming e initialised
. S 1Nt ss_1nitidllized,
© B RAEN A AT

o AXLH] A j]z;}g%ﬂii%}%;i{l&{&@] N Az A-2017 void security_compute_av(u32 ssid,
u3?2 tsid,
ulé orig_tclass,

struct av_decision *avd,

¢ jkiﬁfﬂ’k]} é%;;}}% F]:?‘;b% struct extended_perms *xperms)
o« FPEREL, MAEATR A AR R
« TABRVERAH B Z AR ENA T (Iss_initialized)
allow;
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SELinuxZed ( #¥v3.18 )

int ss_initialized;

void security_compute_av(u32 ssid,
u32 tsid,
ulé orig_tclass,
struct av_decision *avd,
struct extended_perms *xperms)

(!ss_initialized)
allow;

SELinux{koARI #i5ad ( &Fv5.14 )

struct selinux_state {

} __randomize_layout;
struct selinux_state selinux_state;

void security_compute_av(struct selinux_state *state,

if (!selinux_initialifjed(state))
allow;
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App 1 App 2
Bins/Libs Bins/Libs

Y
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pp 3
Bins/Libs

A

App 1 App 2 App 3
Bins/Libs Bins/Libs Bins/Libs

Host Operating System Operating System

Infrastructure Infrastructure

O8O OO

Virtual machines Containers
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« ¥ namespaces il 71 @ &

o B AT N X H8FFnamespaces
e ,4-UTS. IPC., mount, PID,

network, user, time, cgroup

* ¥ control groupsist 47 R4
« HAT R A X H13F cgroups

o T EHTRFCPU, AFAFLET

* Seccomp, MAC, ...

OS kernel

Container

namespaces cgroups

Container

namespaces cgroups

Hardware




v d

BRNTREE

AR ART AR R

* +namespaces and cgroups

- QK‘\
lﬁ_;& ﬁEaCCESS"ﬂF%‘? V‘J A R Container Container
* Kernel text

* Ktrace
* Global data
* Heap
e Stack

namespaces cgroups namespaces cgroups

* Kernel provides 300+ syscalls

ROX RW RW RW

* Has complex data dependencies

* Introduces new attacks to multi-
tenant containers
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